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Thank You for Your Purchase!

Foscam IP Cameras are designed and equipped primarily for local and
remote purposes such as home or office security surveillance. We provide
a variety of products suitable for any type of surveillance system setup,
including wired/wireless IP outdoor bullet cameras, IP outdoor dome PTZ
cameras, and IP Indoor PT cameras.

Please check the packaging to make sure you have received all items
including the camera accessories as follows:

- Foscam IP Camera

- Wi-Fi Antenna (If Wi-Fi compatible)
- Network Cable

- Warranty Card

- Quick Installation Guides

- Power Supply

- Installation / Driver CD

- Mounting Bracket

Note: Please contact us immediately if there are any damaged items or if
the package is short of any of the accessories listed above.

If you have any additional questions or concerns, please feel free to contact
us at support@foscam.us or call us at 1-800-930-0949.
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1. Product Introduction

The Foscam FI8910W Wireless Pan/Tilt Indoor IP Camera features high quality video and audio, wireless
N connectivity, pan/tilt, remote internet viewing, motion detection, night vision, embedded IR-Cut filter, as
well as a built in network video recording system. In addition, it is also smartphone compatible (iPhone,
Android & Blackberry) as well as viewable over the internet using standard web-browsers. The camera
functions well as an iPhone baby monitor or as part of a home or office security system with remote
monitoring. It is also compatible with Synology, Blue Iris, and most other surveillance software programs
and NVRs which accept standard MJPEG streams.

2. Product Specifications

- Powerful high-speed video protocol processor

- High definition color CMOS sensor

- 300k Pixels (640 x 480 maximum resolution)

- IR Night vision (Range of 8 meters)

- Panning ability of 300 degrees, Tilt ability of 120 degrees

- Optimized MJPEG video compression for transmission

- Multi-level user management and password definition

- Wi-Fi compliant with wireless standards IEEE 802.11 b/g/n

- Supports an IR-Cut filter for true colored video (no discoloration)

- Supports Dynamic IP (DDNS, No-IP) and UPnP LAN and Internet (ADSL, Cable Modem)

- Features motion detection and alarm triggering, alarm notifications sent via e-mail

- Supports image snapshots

- Supports multiple network protocols: HTTP, TCP/IP, UDP, SMTP, PPPoE, Dynamic DNS,
DNS Client, SNTP, BOOTP, DHCP, FTP

- Supports WEP/WPA/WPA2 wireless encryption

- Supports Daylight Savings Time

- Support G-mail for e-mail notifications

- Supports one-way audio on Firefox and Chrome, audio supported on Safari via third party apps
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3. Product Views

Front View

Speaker

Antenna
Microphone

Figure 3.1 — This model comes with 11 IR LEDs, a CMOS sensor, Wi-Fi antenna, and Built-In
Speaker and Microphone

Rear View

Network LED
LAN Power LED Audio Output Audio Input

Power Port

Figure 3.2 — The rear of the FI8910W. Includes a DC 5V/2A power supply port, RJ-45/10-100 Base T
port, power and network lights, and input/output audio jacks for external speakers or microphone
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Bottom View

Reset button

MAC address of wired connection

MAC address of wireless connection

Figure 3.3 — The bottom of the camera shows the wired/wireless MAC addresses of the camera. It
also shows the S/IN number and has a reset button.

If you ever need to reset your camera to default settings, you can use the reset button. Use a pin to push
down the reset button for 30 seconds. Make sure the camera is plugged in and turned on. When the
camera hard resets, it will start to pan and tilt automatically, this signifies that the camera has reset
completely. You should be able to log in with the default username of “admin” with no password in the
password field.

Note: There are three stickers at the bottom of the camera; these stickers are an important feature of
original Foscam cameras. If your camera does not have any of these three stickers, it may be non-
genuine. Non-genuine cameras cannot use original firmware and are not eligible for warranty or technical
services. Please make sure you only purchase from an authorized Foscam reseller!
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4. Software Installation

Firstly, insert the CD into your CD drive, and then open the CD to see the files on your computer.

L m—— S (S v W W W —— e —— | o
'!1‘ » Computer » DVD RW Drive (F:) Quick Start » - | 3 | | Search DVD RW Drive (F:) Quick Start £
o

Organize « Burn to disc =~ [ @
i Desktop *  Name . Date modified Type Size
& Downloads . i
4+ Dropbox 4 Files Currently on the Disc (7)
i Favorites 12 01_For Windows 05 8/23/2012 9:21 PM File folder
L Google Drive 1) 02_For MAC 05 8/23/20129:21 PM  File folder
@ Links 1/ 03_Phone View APP 8/23/20129:20 PM  File folder
| My Documents L 04_CMS 8/23/20129:21 PM  File folder
W My Music || 05_Foscam Video Installation 8/23/20129:20 PM  Windows Media A... 285,358 KB
£ My Pictures || Read me first 8/23/2012 9:20 PM  Text Document 1KB
B My Videos “ Thumbs 8/23/20129:20 PM  Data Base File 4KB

Figure 4.1 — Double-click your CD/DVD Drive to browse the CD files

L e e — -
» Computer » DVD RW Drive (F:) Quick Start » 01_For Windows 05 ~ | %3 || Search01.F

Organize » Burn to disc

4 Downloads i Mame Date modified Type Size

4 Dropbox . A

B Favorites 4 Files Currently on the Disc (4)

. Google Drive @ 01_Quick Installation Guide(Windows) 8/23/2012 2:21 PM Adobe Acrobat D... 1,988 KB

# Links X 02_User Manual(Windows) §/23/20129:21 PM  Adobe Acrobat D... 3570 KB

E| My Documents IPCamSetup 8/23/20129:21 PM  Application 4,293 KB
: readme £227900 9 Q.20 DR Text Document 1KE

i My Music = Type: Application

=| My Pictures Size: 419 MB

B My Videos Date modified: 8/23/2012 9:21 PM

. Roaming

m

# Saved Games

Figure 4.2 — Double-click either the Windows OS or Mac OS folder, and then double-click the IP
Cam Setup file to install the software.
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IP Camera Tool - InstallShield Wizard X
Ready to Install the Program ‘ '
The wizard iz ready to begin installation. h

.

[F wou want o review ar change any of your installation settings, click Back. Click Cancel to exit
the wizard.

Click Inztall to begin the installation.

< Back ][ Inztall ][ Cancel

Figure 4.3 — Proceed in installing the IP Camera Tool software on your computer.

Once the installation is finished, the IP Camera Tool software icon installs to your desktop automatically,
look for it on your desktop. If you are using Windows 7 and cannot find the icon on your desktop after
installing the software, please check to see if the path of the camera is correct.

For example, the software may have installed to another folder such as
C:/Windows/System32/IPCamera.exe. If this is the case then fix this by moving or pointing the shortcut to
the correct path, which would be C:/Windows/SysWOWG64/IPCamera.exe.

=
o] ﬂ'.l

b

IP Camera
Taol

support@foscam.us Page | 7 1-800-930-0949



5. Hardware Installation

Note: Before installing and using the Foscam IP camera, please remember to only use the power
adapter that was supplied with the camera. Using other power supplies could potentially damage
your IP camera. Make sure your IP camera is being installed in an indoor environment free from
any type of water or weather effects, such as rain and snow. The camera is built as an indoor
camera and thus cannot stand extremely high or low temperatures.

If you would like to use your IP camera outdoors under a covering such as an eve, make sure
there is no potential of rain or any other type of weather prone to hitting the camera. Also make
sure the temperature is within the camera’s operational temperature range. The camera may
malfunction if the temperature drops below 32 degrees F.

1. Install the Wi-Fi antenna by twisting the antenna connector clockwise to the camera’s antenna port (for
wireless models).

2. Plug the power adapter into the camera’s power supply port. This may be external (outdoor models) or
internal (indoor models) depending on which camera you purchased.

3. Plug the network cable into the RJ-45 connecter which is found either on the external wiring (for
outdoor cameras) or on the back of the camera (for indoor cameras), and plug in the other side of the RJ-
45 cable to a port on your router/switch.

4. It takes approximately 30 seconds to boot up the camera, you will see the camera swivel automatically
a few seconds after it is plugged in, this indicates the camera has successfully powered on.

5. When the camera is correctly powered on and the network cable is connected properly, the green LED
on either the RJ-45 connector of the camera (for outdoor models) or the connector on the back of the
camera (indoor models) will remain solid. The yellow LED should continue to flash.

Figure 5.1 - Mount the antenna Figure 5.2 — Plug in the network cable
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5.1 —IP Camera Tool

Double click the IP Camera Tool icon and the following screen should appear.

3 IP Camera Tool

ANONymous Hitp://192.1656.1.125:8910 M
Flgo18w Hitp://192.1656.1.126:8918 M
ANONymous Hitp://192.1656.1.121 M
IPCAM Hitp://192.1656.1.109:9820 H

Figure 5.3 =The IP Camera Tool

The IP camera tool should find the camera’s IP address automatically after you plug in the network cable.
If not, please make sure that DHCP is enabled on your router and that MAC address filtering, firewalls
and anti-virus are disabled temporarily until the camera is set up.

MJPEG cameras like the FI8910W will have an “M” next to the local IP address in the software. H.264
compression cameras will have an “H” next to their local IP address.

There are six different options that the IP Camera Tool has. Highlight a camera in the IP Camera Tool list
and right click on it. The six options that appear are: Basic Properties, Network Configuration, Upgrade
Firmware, Refresh Camera List, Flush Arp Buffer, and About IP Camera Tool.

3 IP Camera Tool

FI8918W Http://192.168_.1_126:8918
Hitp /192 168222  Cntn
IPCAM Hitp://192.168 .1 Basic Properties

Metwork Configuration
Upgrade Firmware
Refresh Camera List
Flush Arp Buffer
About IP Camera Tool

Figure 5.4 — IP Camera Tool showing six different options after right-clicking.
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Basic Properties

Clicking this option shows some device information about the IP Camera, such as the Device ID, the
Firmware version, and the Web Ul version.

If there are several cameras on the list such as above, you can choose basic properties to check the
device ID and identify the IP address belonging to each IP camera you set up. For example, the device ID
may be 000DC5D203BB. This is the same value seen on the sticker at the bottom of the camera where it
reads “MAC ID.”

Each camera has its own specific MAC ID. Sometimes, if your camera is not found in the IP Camera Tool
software, it may still show up in the router if there is a firewall blocking it. You can add this MAC ID to your
router to give it a fixed IP address. Note that there are two different MAC ID’s. One is for the camera
when it is wired, and the other is for the camera when it is wirelessly connected.

E3u IP Camera Tool

FIso1sw M
M
IPCAM PR TS TET. LT BT, V.. VLY. Li

Anonymaous Basic Properties

Dewice ID J000CSDDDOSEF

System Firmware Version IL1.37.2. 46

feb UT Versiom B.4.10.2

Figure 5.5 — Basic Properties in the IP Camera Tool.

Network Configuration

Clicking this option allows you to change the network parameters of your camera, such as the IP address,
Subnet Mask, Gateway, and DNS Server. It also allows you to change the HTTP Port, which is needed
when you want to see the camera remotely by port forwarding in your router.

Obtain IP from DHCP Server: You also have the option to enable this, which allows the camera to have a
dynamic IP address on the local network. This means that if you set up the camera this way, you may
have an IP address of 192.168.1.3 for one day, if you unplug the camera and turn it on again, the IP
address will change. You will most likely not see the camera on the 192.168.1.3 IP address anymore.

Due to this, it is usually, if not always recommended to set a static IP address for the camera.
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2l IP Camera Tool

FI8918W Network Configuration
Anonymous [ Obtain IF from DHCF serwver
IPCAM
IF hddrezs 1892 168 . 1 126
Subnet Mask P55 PES FEE 0
Gateway 192 165 .1 .1
IHS Serwver 192 163 . 1 .1
Hitp Port G915
User admin
Paz=word
| Cancel
L

IP Address: This field allows you to change the IP address that the camera is operating at. The first three
sections of the IP address must match your subnet, or in other words, the first three sections of your
router’s IP address. The fourth section needs to be a number that is not already assigned to another
device. In our example, “192.168.1” is the subnet, while “126” is the fourth section value. You can change
this fourth value usually to anything from 10 — 200 if it is not being used by another device on your
network. The first few numbers (1 — 9) may already be used by your router or devices attached to your
network.

It is important to note that you cannot have the same IP address for two different devices on your
network. You can find out your network’s information by logging into your router or going to the Windows
command prompt as seen below. Click Start > type CMD in the search field > push “Enter” > Then type
“‘ipconfig” in the command prompt and push “Enter.”

|
'cmd| X | Shut down | » |

& M e T ENMEIRE
BEX Administrator: C\Windows\system32\cmd.exe

Microzoft Windows [Uersion 6.1.76811
Copyright <c» 2009 Microsoft Corporation. All rights reserved.

CisUzers~FOSCAMBAAL »ipconf dig_

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link—local IPv6 Address . . . .
IPv4 Address. . . . . . . - . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

: feflB::2cle:?5chbhhaf :e?h?x11
T 192 168.1.111

- 255.255.255.8

T 192 168.1.1

Figure 5.6 — Using “ipconfig” in our command prompt, we see that our own “subnet” is
“192.168.1.” Our computer’s fourth section of the IP address is “111.”
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Subnet Mask: The default subnet mask of the LAN in this example is 255.255.255.0. You can find your
subnet mask within your router or using the command prompt method seen on the previous page. Make
sure you enter this information exactly as it is into the Network Configuration window.

Gateway: This IP address is the address of your router. This is usually 192.168.0.1, 10.0.01,
192.168.1.254, or 192.168.1.1. There are many different routers that use different IP addresses as their
default gateway; you may have a default gateway that is none of the above. This value mostly depends
on which router you have. As stated previously, you can find this out by logging into your router or using
the command prompt. You can see in our example that it is 192.168.1.1.

DNS Server: This IP address is the IP address of your ISP network provider. You can find the DNS
server in your router or check the locally attached address of your computer like in the previous page
using command prompt. Usually this is the same IP address as your gateway. For our example the DNS
was the same as the Gateway, 192.168.1.1.

HTTP Port: The default LAN port is usually 80. Another port is usually recommended to be set besides
80, such as 8090, or as in our example, 8918. Keep in mind that every IP camera needs to be on its own
port. Usually if you have multiple cameras, the best way to configure them is by making the ports
ascending. For example, if you are starting from 8000, you would then use 8001, 8002, 8003, 8004, etc.

User: The default username of the camera is admin. You will need to put in the correct administrator
username in order to change the network configuration.

Password: The default password of the camera is left blank; do not enter any characters in this field. You
will need to put the correct password in order to change the network configuration.

Note: If your network configuration is not set up properly, you may see a different message instead of an
IP address in the IP Camera Tool. The most common message is “Subnet doesn’t match, dbclick to
change!” This message means your network settings are not properly set, refer to the network
configuration details above and make sure all 4 fields of IP address, Subnet Mask, Gateway, and DNS
server are filled in correctly.
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Upgrade Firmware

Clicking this option allows you to upgrade the firmware or the WebUI of the camera directly from IP
Camera Tool. Make sure to upgrade the firmware first, and then upgrade the WebUI.

EONLRRS S W BAFRS . B B B Ll

H FIZ918W Upgrade Firmware

User

Paszword

Upgrade System Firmware

|admin

Upgrade Web UL I

)4

Refresh Camera List

Clicking this allows you to refresh the camera list manually. If your camera is not showing up you can try
using this option to refresh the cameras in the list.

Flush Arp Buffer

Clicking this allows you to refresh the camera list. Sometimes you may not be able to see the camera if
both the wired and wireless IP addresses of the camera are fixed. Use this option to refresh the camera

list. Once you have used this option, close the IP Camera Tool and then open it again.

About IP Camera Tool

This option shows information about your current version of IP Camera Tool.

B ERRpr.rs B LrE_. B L. @ . B AL owrrawe = m

-

About IP Camera Tool

25—

IF Camera Tool Version oo T T
IF Camera Activel Control Wersion M. 0, 0, 39
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5.2 - Camera Login

To log into the camera, double click on your camera in the IP Camera Tool software, it will open your
default browser to the camera’s |IP address.

You can see below that our camera’s IP address is 192.168.1.125, and the port is 8910. If your port was
set to 80, which is default, you will not see a colon or port at the end of the URL. For example, if our port
was 80, we would only see: http://192.168.1.125.

e@ & http://192.168.1.125:3910/ & Device(Anonymous)

The default password is left blank

S

If you use Intemet Explorer, use this login button
Server Push Mode (For FireFox, Google Browser)

J0

Logm
If you use Firefox, Chrome, or Safari, use this button
Anc{du:

Case sensitive
Propose using 1024 * 768 screen resolution

Figure 5.7 — The login page for the Foscam FI8910W

The default username to log into the camera is admin, the default password would be left blank, do not
enter any characters into the password field.

There are two different login buttons. Use the first login button if you are using Internet Explorer. Use the
second login button if you are using Firefox, Chrome, or Safari.
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For Internet Explorer

If you choose the first login button, you will be taken immediately to the live video page.

Real-time IP Camera Monitoring System

Device Status

19:0:@ @@
‘@ @ @@

o) o ofH

osp  disabled -
[C] Add timestamp on record
[C] Atarm sound off

Audio buffer 1 M

©0 006
6 &Pl LML &)
MO MICMTO
MO MM

For Administrator
This webpage wants to run the following add-on: 'DVM_IPCam2 ActiveX Contrel Module' from 'ShenZhen Foscam Intelligent Technology Co., Ltd'.
What's the risk?  |f you see a red X as above, make sure you click "Allow" for the ActiveX to be configured correctly to see the camera

Figure 5.8 — Click “Allow” to be able to see the live video.

The first time you log into the camera, you may receive an ActiveX prompt, such as the one seen above.
You should have the option to click “Allow” or “Run Add-on.”

After doing this, you will need to login to the camera again, make sure to put in the default username and
password and click on the first login button again.

Note: If you still cannot see video even after running or allowing the ActiveX to configure correctly, try
changing your port number to another port other than 80. Also make sure firewalls or antivirus is not
blocking the download or installation of the addon.

You may also see an error that reads “Windows has blocked this software because it can’t verify the
publisher.” This error is related to the DVM_IPCAM2 ActiveX Control Module. To fix this, continue to the
following steps.
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Open Internet Explorer if it is not already opened. Click on Tools, then click Internet Options.

Next, click the Security tab, then click the Custom Level button.

Internet Oetions ‘E Ei

| General | Security |Pri\raqI I Content | Connections | Programs | Advanced|

Select & zone to view or change security settings.

@ & v O

Local intranet  Trusted sites  Restricted
sites

Internet

This zone is for Internet websites,
except thoze listed in trusted and
restricted zones.

Sites

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
o - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

nable Protec ode-{requiresrestarting-Internet Explorer
[¥] Enable Protected Mode-{requi tarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

OK ] ’ Cancel

Apply

In the Custom Level settings, scroll down to the heading “ActiveX controls and plug-ins.’

Ensure the following options are set to “Enable.”

“‘Run ActiveX and plug-ins,”

“‘Download Signed ActiveX Controls,”

“Script ActiveX controls marked as safe for scripting.”

Ensure the following options to “Prompt.”

“Download unsigned ActiveX controls,”

“Initialize and script ActiveX controls no marked as safe,”

Click OK and then click Apply. Then click OK on the Internet Options main window. Make sure to restart
the browser for the settings to take effect.

support@foscam.us
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Security Settings - Internet Zone - — ﬂ_;

Settings

|#| ActiveX controls and plug-ns []
|#| Allow previously unused ActiveX contrals to run without pror
@ Disable
) Enable i
|| Allow Scriptiets
@ Disable o
0 Enable
) Prompt
utomatic prompting for ActiveX controls
Disable

p

L]}

::I |:§:|
g

[+

=

m

|#| Binary and script behaviors
) Administrator approved
| Disable

I’
'@' Enable E
| Nienlzw widan and animatinn an s wshnane that dnae rnd oes

4| m | 3

*Takes effect after you restart Internet Explarer

Reset custom settings

Reset to: [Medium-high (default) Y] [ Reset... ]

I oK ] [ Cancel ]

One last setting you will want to check is in the Advanced tab. Click on the Advanced tab on the Internet
Options main window. Scroll down to the Security section. Make sure to check the box that reads “Allow
software to run or install even if the signature is invalid.”

| General I Security I Privacy I Content I Connections I Programs | Advanced l

Settings

Show pictures -
% Security
[ Allow active content from CDs to run on My Computer®

[T Allowe act ntent to run in-files o My Computer®
| 7 L

I Allow software to run or install even if the signature is inv

Check for publisher's certificate revocation

Check for server certificate revocation™

Check for signatures on downloaded programs

[7] Do not save encrypted pages to disk E|

[7] Empty Temporary Internet Files folder when browser is dt
Enable DOM Storage
Enable Integrated Windows Authentication™
| [¥] Enable memory protection to help mit'l:lalte online attacks™ ™
Il T 3

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset
condition.

‘You should only use this if your browser is in an unusable state.

o) Lo [y
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You should now be able to see live video in Internet Explorer! You should see a screen similar to the
below picture:

Real-time |IP Camera Monitoring System

Device Status

Unselected
19:0:0 @@
@@ @@

ol JoH oM
osD disabled  ~
[T Add timestamp on record
[ Atarm sound off

Aufiobufer 1~
0000

1HPO2@RO:MRO

Figure 5.9 — The live video page in Internet Explorer

For Firefox, Google Chrome, Safari, or any other standard browser:

Click on the second login button on the login page. You will be taken to the device status page of the
camera. It will then prompt you to enter the username and password in a separate window. Enter the
default username of admin and leave the password field blank, then push Enter.

Click on the Live Video button on the left of the page to go to the Live Video page.

Real-time IP Camera Monitoring System

Device Status

Resolution | 640480 |«
Mode  |60HZ  [v
Brighness (@6 [
Contrast (a4 G
Preset set [IE £

Device Management

Figure 5.10 — The live video page in Chrome, Firefox, or Safari
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5.3 - Device Status

For Internet Explorer

If the camera is connected properly, the light under the device status heading will be green. If the light is
showing a yellow color, check to see if the ActiveX is enabled, and also try changing the port number.

Device Status

@@ :@ @@
@ @ @@

If you would like to view the device information, choose “For Administrator” and then click “Device Info”

Real-time IP Camera Monitoring System

Device ID 000DCsDI15F0
Device Firmware Version 11.37.2.46
Device Embeded Web UI Version 24102

Alias Anonvmous
Alarm Stafus None

DDNS Status No Action
UPnP Status No Action
MSN Status No Action

[FTP Service Settings

Alarm Service Settings
[PTZ Settings
o ad ) _- Do o

Figure 5.11 — Device Info shows you the status of different camera settings, and also the firmware
and Web Ul versions of the camera.

For Firefox, Chrome, and Safari:

When you login to the camera using browsers other than Internet Explorer, you are automatically taken to
the Device Status page by default. Device Status is the same as Device Info in Internet Explorer.
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5.4 — For Visitor

For Internet Explorer

G[:] -;:;-83 © [__d
disabled  ~

] Add timestamp on record >

| Alarm sound o

Andiobuffer 1

r‘\em I’T‘@

44 &0 &)

r’_\f"m m@g &)
For Administrator

Figure 5.12 — Options under the Visitor heading

Multi-Device Window (Only available in IE) — This option can be used to see up to 4 or 9 cameras
simultaneously on the same screen. You can set up multiple cameras inside the administrative panel by
going to “For Administrator,” then clicking “Multi-Device Settings”

OSD - OSD is used to add a timestamp on your video. You can choose from five different colors to
display the timestamp in.

Add Timestamp on Record — Check this option if you would like to add a timestamp on recordings.

Alarm Sound Off — Check this option if you would like to turn off the beeping alarm when motion is
detected.

Audio Buffer — An audio buffer with units set as number of seconds.

@ - This icon controls the pop-up folder feature. When a recording is complete, the software will
automatically open up the folder that the recording was stored in. If you would like to turn this feature off
and not have any folder pop-ups, just click this button.
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@ - This icon controls the live video. If the video has been stopped by using the Stop button, use this
button to start the live video again.

@ - This icon also controls live video. If you click this button, the video feed will stop and go black,
without turning the camera off. You can use the Play button to start the live video feed again.

@ - Use this icon to take a snapshot of the current live video. The snapshot will appear in a separate
window along with a timestamp. You have the option of saving this snapshot as well.

Ih . E - These three icons are used for listening, talking, and recording manually. The headphone
icon allows you to hear audio in the location of the camera. The microphone icon allows you to speak into
your microphone connected to the computer, and have the audio come out through the camera speakers.
The record icon allows you to record video manually in .avi format. Click the recording icon again to stop
the recording. Recordings will be saved by default in C:/Documents and Settings/All Users/Documents.
This path can be changed by going to “For Administrator” then clicking on “User Settings.” You can set
the record path on this page for manual and alarm recordings.

For Firefox, Chrome, and Safari:
A few of the above features are not available in push browsers like Firefox, Chrome, or Safari.

In these browsers however you are able to take snapshots of the live video feed and also use one-way
audio by listening to the audio in the location of the camera. For Mac users, we recommend “uFoscam”
and “IP Camera Viewer” from the Mac App store to use the above features in a standalone program.

Setup |

Office

Edit Camera

Mode S50Hz View Event Video
Clone Camera
h
Byloncasss il 0 Delete Camera
Contrast 0 3 Add Camera
Preset set' 1 3 .go
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5.5 - For Operator

For Internet Explorer

Bezolution 6407480 A
MMode 60 HZ -

Fps Max -

Brightness Q A D
Contrast Q 4 D

Crecef ept 1 - g0

Detanlt All

Figure 5.13 — Options under the Operator heading

Pan/Tilt Circle — Use this circular feature to pan and tilt the camera. You can click the blue area in the
center of the circle to center the camera to its default position.

®0

@ @ - These buttons are used to cruise the camera either up and down, or side to side, as you can
see from the icons. The first icon with arrows pointing up and down will tilt the camera to its maximum
degree upwards and downwards. The second button will cruise the camera to its maximum degree from
side to side. Use the stop buttons next to these icons to stop the cruise. The camera will only cruise once.

@ @ - These icons turn the IR LEDs on or off, for night vision. The first button is used to turn the IR
LEDs on. This will illuminate the camera’s video at night initially, and the picture should be in black and
white in complete darkness. The second button turns off the IR LEDs, turning off all night vision
completely. Having the IR LEDs on automatically allows the camera to turn the night vision on when
darkness is detected. If the second icon is clicked, the camera will never switch into night vision.

Flip — This option flips the video feed upside-down. Useful if you are mounting the camera upside-down
from the ceiling.

Mirror — This option flips the video feed horizontally. This is also useful if you are mounting the camera
upside-down, having this option and the flip option checked will give you a normal view when your
camera is mounted upside-down from the ceiling.
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Mode — There are three modes you can choose from, 50 HZ, 60 HZ, and Outdoor. Usually the differences
for 50HZ and 60HZ depend on which country you reside in. In the United States, 60HZ is usually used.
Sometimes you may experience a flicker in your camera, try switching the mode to another value to see if
the flicker disappears. 50HZ is usually used in the UK. If using the camera for outdoor viewing, choose
the Outdoor setting, you may need to also reboot the camera is selecting this setting.

Brightness / Contrast — These values are used to adjust the quality of the video, you can choose to
make the camera video darker or lighter depending on your preference.

Preset — You can set a pre-defined location with this feature. Once you have determined a location that
you would like to set as a preset, click the “Set” button after choosing which preset you would like to save
to (you can choose from 1 — 8). If you need to call a preset, choose the saved preset from the drop down
box and click “Go.” The camera will automatically pan and tilt to the saved preset. Make sure presets are
enabled by going to “For Administrator” and clicking on “PTZ Settings.” Make sure the “disable preset”
box is not checked.

For Firefox, Chrome, and Safari:
A few of the above features are not available in push browsers like Firefox, Chrome, or Safari.

In these browsers however you are able to take snapshots of the live video feed and also use one-way
audio by listening to the audio in the location of the camera. For Mac users, we recommend “uFoscam”
and “IP Camera Viewer” from the Mac App store to use the above features in a standalone program.

Setup |

Office

31 (%)
4 )
Flip Mirror

Edit Camera

Mode 50Hz * View Event Video
Clone Camera

hy

Brightness | 0 Delete Camera

Contrast 0 s Add Camera

Preset set' 1 3 go
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5.6 — For Administrator

For Internet Explorer

Figure 5.14 — Options seen when inside the Administrator panel

Dievice Info

Date& Time Settings
fulti-Device Settings

[Basic Network Settings
Wireless LAN Settings

DDNS Service Settings
fail Service Settings

P Service Settings

Alarm Service Seftin

PT7 Settings

[Backup & Restore Settings

Restore Factory Settings

[F.eboot Device

Back

When clicking “For Administrator” you will be taken automatically to the “Device Status” page. This page
contains the Device ID, firmware version, Web Ul version, and the status of other features.

Device ID

Device Firmware Version

Device Embeded Web UI Version
Alias

Alarm Status

DDNS Status

UPnP Stamus

MSN Status

support@foscam.us

000C3DDDOSEF
1137246
24102
Anonymous

MNone

Mo-Ip Succeed http//foscamusal no-ip org:8910

UPnP Succeed
Mo Action
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For Firefox, Chrome, and Safari:

The identical option in server push browsers for the administrative panel is “Device Management.”
Clicking this will take you to the administrative panel within server push browsers like Firefox, Chrome,
and Safari. You will automatically see the Alias Settings page.

Alias Anonymous
[ Submit | [ Refresh |

Device Status

ireless LAN Settings
ADSL Settings

Alarm Service Settings

Reboot Device

Al ing

Date&Time Settings
Uzers Setlings

Bazic Hetwork Settings
UPnP Settings

DDHS Service Settings
Mail Service Settings

MSH Settings

FTP Service Setlings

PTZ Setting=

Upgrade Device Firmware
Backup & Restore Settings
Restore Factory Settings

Figure 5.15 — The Device Management page within server push browsers.
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6. Configuring Settings in Administrator

6.1 — Alias Settings

The default alias is anonymous. You can change the name of your camera to anything you would like.
Usually it is a good idea to name each camera based on the location you are setting the camera in,
especially if you have multiple cameras. Click Submit to save changes. Some examples are Kitchen
Cam, Baby Cam, etc.

Alias Anonymous
| Submit | | Refresh |

6.2 — Date & Time Settings

Here you can choose the time zone of your country. You can choose Sync with NTP Server or Sync
with PC Time. Usually syncing with the PC time is the best option to choose. If your country is
implementing Daylight Savings Time, such as in the US, you can set it for your camera here.

Device Clock Time Wednesday, November 21, 2012 2:33:39 PM

Device Clock Timezone (GMT -06:00) Central Standard{USA and Canada), Mexic -
Sync with NTP Server

Nip Server time_nist.gov -

Sync with PC Time

Daylight Saving Time 0

| Submit | | Refresh

6.3 — User Settings

Here you can set permissions for visitors, operators, and administrators. Visitors have access to all
features under the “Visitor” heading on the Live Video page. Operators have all the features available
under the “Operators” heading as well as under the “Visitors” heading. Administrators have full access to
all features as well as access to the administrator panel.
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User Password Group
admin ssssese Administrator -
user [ITTTT] Operator -

Wisitor -
Visitor -
Visitor -
Wisitor -
Wisitor -
Visitor -

Submit | [ Refresh

Set Record Path C-\Record
Set AlarmRecord Path C-\Users\Public\Documen

On the User Settings page you can also set the location you would like video recordings to save. You
can set the path for manual recordings, which is the option named “Set Record Path.” You can set the
path for alarm recordings as well if you would like to a separate path, using the “Set AlarmRecord Path”
option. Click “Browse” to choose the folder you would like to save recordings to. Note that you need to
keep each camera open in a separate browser window to save recordings, even for alarm recordings.

If you receive an error such as “Set the record path fail” when you try to select a path to save
recordings, try configuring the following:

Navigate to Tools, then Internet Options. Click on the Privacy tab at the top, then click “Sites.” You will
need to add the camera as a trusted site. Insert the URL (IP address of the camera) in the trusted sites
field and click “Allow” to add it. Push OK and Apply, then restart your browser.

If you still have problems, navigate to Internet Options again, then under the “Security” tab, try
unchecking the box which reads “Enable Protected Mode.” Click Apply, then OK, then try restarting the
browser, logging into the camera, and setting the path again.

Security level for this zone

Allowed levels for this zone: Medium to High Address of website:
Medium-high | Block
- Appropriate for most websites
c— - Prompts before downloading potentially unsafe
content L
- Unsigned ActiveX contrals will not be downloaded Managed websites:
Domain Setting Remaove
Enable Protected Mode (reguires restarting Internet Explorer):
O freq 4 porer] 192.168.1.123 Aiways Alow
Remave all
[ Custom level... ] [ Default level ]
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6.4 — Multi-Device Settings

The embedded camera software is able to support a maximum of 9 cameras simultaneously on the same
screen. As long as the camera is of MJPEG compression, you will be able to add it as an additional
camera and view its video using the multi-camera panes on the Live Video page.

On the Multi-Device Settings page you will be able to see all the cameras currently present on your LAN
(Local Area Network), meaning any cameras connected directly to the same router will be seen in this list.
The 1° Device on this page is referring to the camera you are currently logged into. If you would like to
add a second camera, click the 2" Device and a list will expand, showing the Alias, Host, HTTP Port,
and User/Password fields. If you want to add a camera from your LAN, click on a camera from the list,
and it will automatically populate the Alias, Host, and HTTP Port fields. You will need to add the
Username and Password individually. You can add up to 9 cameras this way.

FIE318W(192.168.1.126
Anonymous(192.168.1.125)

Device List in LAN
The 1st Device This Device
The 2nd Device Anonymous(192.168.1.1235)
Alias  FIB918W
Host 192.168.1.126
Hitp Port 8918
User user

Pazsword esssss

|Add| | Remove

Once you finish adding a camera, click “Add.” You can then proceed to add additional cameras until you
are finished. Once you have added all cameras, click the “Submit” button to save settings.

Note that you will only be able to see the added cameras on your local network, if you try to access your
cameras remotely, you will not be able to see them unless you change the Local IP addresses to External
IP addresses (this is explained further in the Quick Installation Guide). If you would like to see the
cameras remotely, instead of putting the LAN IP address of the camera, you will need to change this to
your External IP address (which can be found at www.whatismyipaddress.com) or your DNS hostname if
you are using a DNS service (make sure to exclude http:// from the hostname).
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6.5 -Basic N

Real-time IP Camera Monitoring System

Device Status

Anceymous
@9 :0@@
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Ano bufter 1

0000
MRI0:MR0:NI0
FIOMIOMTO
o &l i alnn sl

For Operator
For Administrator

Figure 6.1 — An example of 4 cameras set up using Multi-Device Settings

etwork Settings

If you would like to set a static IP for the camera (highly recommended), you can do so in the Basic
Network Settings page. Keep the camera in the same subnet of your router or computer. Our subnet in
this example is “192.168.1.”

Obtain IP from
TP Addr
Subnet Mask
Gateway

DNS Server
Hittp Port
Network Lamp

DHCP Server E
192.168.1.125
255 255 255 0
192.168.1.1
192 168.1.1
8910
| Submit | | Refresh

You will notice that most of these settings are exactly the same as the settings seen in the IP Camera
Tool software. You can use this method of changing the network information as an alternative to using IP
Camera Tool if you would like.

If you are unsure of your subnet mask, gateway, or DNS server, you can always check by using the
methods explained in Section 5.1 of this manual.
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An alternative way to find your network information (Windows 7) is by clicking Start, then clicking Control
Panel. Once Control Panel opens up, click on “View Network Status and Tasks” or “Network Sharing
Center.” This will take you to the network status screen. Where it reads “Connections,” click your
connection to open the “Local Area Connection Status” page. Then click “Details.”

Once the details screen pops up, you will see similar network information; use this information to fill or
double-check the fields you have.

Metwork Connection Details &

Metwork Connection Details:

Property Value

Connection-specific DN...

Description Realtel: PCle GBE Family Controller

Physical Address 08-2E-hF-86-0B-3A
|_DHEP-ErTakled Tes

|Pvd Address 1521681111
|Pvd Subnet Mask 255 255.255.0
Lease i ~Hovember 19, 2012 10:20:24 Al
Lea Movember 22, 2012 2:13:45 Pl
|Pvd Default Gateway 152.168.1.1
|Pv4 DHCF Server 15216811
Pvd DMNS Server 15216811
[Pvd ¥
MetBIOS over Topip En...  Yes

Linkdocal IPvE Address fed0:Zc1e:95cEbbaf 2905511
|PvE Default Gateway

IPwE& DNS Server

4 UL 3

Close

Figure 6.2 — Use the Network Connection Details window to double check your network settings.

Make sure you are looking at the fields that start with “IPv4.” You will see Subnet Mask, Default Gateway,
and DNS Server as seen in the screenshot above. Check your subnet as well, for example, our subnet in
the screenshot above is “192.168.1.”

Note that the IP address seen in the network connection details is actually the IP address of our
computer. Make sure the fourth section of your camera’s IP address does not match this IP address.
Every device on your network must have its own separate IP address. As such, the camera cannot have
the same IP address as your computer. Keeping this in mind, also remember that if you are setting up
multiple cameras, they cannot have the same IP address or port number. Be sure to change both the
address and the port if they are being shared by another camera.
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6.6 — Wireless Settings

If you would like to setup the camera wirelessly, you can follow the steps below. Using a wireless
connection for the camera allows you to move the camera anywhere in the location as long as the
camera has a stable connection with your router. All you will need to do is plug it in with a power supply
and the camera will connect wirelessly.

1)

2)

When you are logged into the camera, click on the setting that reads “For Administrator.” You
should be logged in as an administrator already with the default username and password.

Next, click on the setting on the left side that reads “Wireless Settings.”

Wireless Network List
Using Wireless LAN
S8ID
Encryption WPFAZ Personal (AES) -
Share Key
Submit | | Refresh |
3) On this screen you will see the wireless settings page. You can use the “Scan” button to scan

4)

for local wireless networks. If you choose this method, you can click on your wireless network
and the fields will automatically populate except for the “Share Key” field. Enter your wireless
network’s password in this field.

Sometimes you may need to enter the wireless information manually. Check the box that states
“Using Wireless LAN” for further options to drop down. You will see a few different fields. You
should find and note down the following information about your wireless network:

a) SSID — The name of your wireless network (Our example will be Foscam H264)
b) Encryption method (e.g., WPA/WPA2/WEP)

c¢) Encryption technique (e.g., TKIP/AES/TKIP-AES)

d) Share key — This is the password you use to connect to your wireless network
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To find the above information you may need to log in to your wireless router. To do this, enter the IP
address of your router into your browser and press enter. You will be prompted to enter your router
username and password. If you do not know the IP address of your router you can view it in IP Camera
Tool by selecting and right clicking on your camera, selecting “Network Configuration”, and noting down
the “Default Gateway” IP address. This Default Gateway IP address is the IP address of your router.

Once logged in to your router look for an option called “Wireless Settings” or “Wireless LAN”. Once in the
Wireless Settings look for and jot down what you have for the setting called “SSID”.

B E L K l N Router Setup m,b

LAN Setup 3
LAN Setfings Wireless > Channel and SSID

DHCP Client List .
To make changes to the wireless settings of the router, make the changes here. Click "Apply
Changes" to save the settings. More Info

Internet WAN

Connection Type

Wireless Channel > Auto v  Current Channel > 7
Extension Channel > Auto Current Channel > 11
SSID> be 0
Security -
R Wireless Mode > 802.11b & 802.11g& 802.11n v More Info
Wi-F1 Protected . =
Use as an Ac Bandwidth > 20/40MHz ~
Firewall Broadcast SSID > More Info
\irtual Servers Protected Mode > Off o More Info
MA dress Filt:
M idress Fiitering 802.11e/WMM QoS > Off + More Info
AN Ping Biocking
Security Log Clear Changes | Apply Changes l

Next, look under the “Security Settings” under “Wireless Settings’ and write down the “Encryption
Method”, “Encryption Technique” and the “Shared Key”.

BELKIN | Router Setup mm

Wireless > Security

Security Mode > WPA/WPA2-Personal(PSK)
Authentication > WPA-PSK + WPA2-PSK ~
Encryption Technique > TKIP » AES

Pre-shared Key (PSK) > sessesee

7 Obscure PSK

WPA-PSK {no server): Wireless Protected Access with a Pre-Shared
Key: The key is a password, in the form of a word, phrase or senes of
letters and numbers. The key must be between 8 and 63 characters
long and can include spaces and symbols, or 84 Hex (0-F) only. Each
chent that connects to the network must use the same key (Pre-Shared
Key). More Info
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If you are running Windows 7 and are connected to the same wireless network you are trying to set up,
you can also find this information out by clicking on the Wireless icon in your task bar to bring up all
wireless networks, right clicking your network, and clicking “Properties.”

»

Currently connected to: s

Wireless3G
Mo Internet access

Foscam H264
Mo Internet access

—
-

m

Wireless Metwork Connection ~

I Foscam H264 i tod = =
—_— Disconnect

Foscam?2 Status

Foscam3 Properties

Foscam _ﬁqﬂ

Wise IT A

Deod-tec _ﬁqﬂ
P

. . -

Open Network and Sharing Center

« [ .4 e 12:43PM

When you click on “Properties,” the network properties window will come up with the same information
you need to enter under the “Security” tab, our example is below:

Foscam H264 Wireless Netwaork Properties u

Connection | Security

Security type: [WPAZ—PersonaI A ]

Encryption type: [mp v]

Metwork security key 12345678

Show characters

[ OK ] [ Cancel
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5) Once you have the information about your network, on the wireless settings page, enter the
information about your wireless network into the fields. You can see our example below:

Wireless Network List

Using Wireless LAN

S5ID Foscam H264

Encryption WPAZ Personal (TKIP + AES) -
Share Key 12345678

Submit | | Refresh |

Make sure your camera has the wireless antenna plugged in. Push Submit to save the settings. The
camera will start to countdown as it needs to reboot. Once it has come to a stop, you can unplug the
Ethernet cable and you should start to see the green LED on the back of the camera flashing much faster
after about 30 seconds. Open IP Camera Tool again and the camera should appear. It may be operating
under a different IP address than what you had set before. Make sure to set a static IP address for the
camera again just in case.

6.6 — ADSL Settings

You can connect the camera to the internet through ADSL directly. If you are using this method of
installation, you can use this page to enter the ADSL username and password provided by your ISP.

Using ADSL Dialup
ADSL User SZ210753952765089
ADSL Password SRBGRRRGRERN

Submit | | Refresh
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6.7 — UPNnP Settings

UPNP settings allow you to use the camera’s software to configure port forwarding rather than doing it
manually within your router. If your router supports UPnP, you can check the box that reads “Using UPnP
to Map Port.” The camera software will automatically try to configure port forwarding within your router for
the port number you have assigned as “HTTP Port” under the “Basic Network Settings” page.

To learn more about port forwarding, see the Quick Installation Guide.

Using UPnP to Map Port
| Submit | | Refresh |

6.8 — DDNS Service Settings

Dynamic DNS is a service used specifically for users who have Dynamic IP addresses. A Dynamic IP
address constantly changes several times a day, making it very difficult to track the IP address needed
to view a camera, since you would need the external IP address to connect to the camera.

Dynamic DNS is a feature already embedded in the camera software which can be set to a few third
party DDNS services. The most popular DDNS provider is DynDNS.com (Dyn.com) and No-IP. Other
DDNS services that are third party are also provided and set up for use within the camera (Oray,
3322.0rg, etc.).

To navigate to the Dynamic DNS Service Settings page, click “For Administrator” or “Device
Management,” then click on “DDNS Service Settings on the left side of the page.

DDNS Service DynDns.org(dyndns) |Z|
DDNS User

DDNS Password

DDNS Host

Re-Update Ignoring All Errors [T] Never do this unless vour hostname has been unblocked
| Submit | | Refresh
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This page allows you to choose the DDNS service, and then requires you to enter the username and
password for the service you are using, along with your hostname.

For example, in the following screenshot we are using the information from our No-IP DNS account:

DDNS Service No-lp [~
DDNS User foscamus

DDNS Password

DDNS Host foscamusal.no-ip.org

| Submit | | Refrash |

To receive a free DNS hostname, try using the DynDNS Trial Account at http://dyn.com/dns/dyndns-pro-
free-trial/ or the No-IP free hostname at http://www.no-ip.com/newUser.php.

When you create your account, remember to write down your username, password, and the host that you
have set up for your account.

Our host in this case was foscamusal.no-ip.org. An example of a DynDNS host would be
foscamusal.dyndns.org.

Once the DDNS settings are configured properly, head to the Device Status page to see if the DDNS
status is correctly set up.

Device ID 000CsDDDOSEE

Device Firmware Version 11.37.2.46

Device Embeded Web UI Version 24102

Alias Anonvmous

Alarm Status None

DDNS Status No-Ip Succeed hitp/foscamusal no-ip.org: 8910
UPnP Status UPnP Succesd

MEN Stams Mo Action

Above you can see that under the “DDNS Status” field, we see “No-IP Succeed” with the hostname
afterwards. This indicates that DDNS was set up properly. You can now access the camera using the
hostname URL listed. In our case, this is http:/foscamusal.no-ip.org:8910

Note that you will always need to add the port number with a colon after the initial hostname to point to
your specific camera.

support@foscam.us Page | 36 1-800-930-0949


http://dyn.com/dns/dyndns-pro-free-trial/
http://dyn.com/dns/dyndns-pro-free-trial/
http://www.no-ip.com/newUser.php
http://foscamusa1.no-ip.org:8910/

6.9 — Mail Service Settings

If you would like to receive e-mail notifications when motion is detected, you can set up Mail Service
Settings and configure it to your e-mail address.

Sender example 1@gmail.com
Eeceiver 1 example1@gmail.com
Receiver 2
Receiver 3
Receiver 4
SMTP Server
SMTP Port 587
Transport Laver Security STARTTLS |Z|
Gmail onlv support TLS at port 462 and support STARTTLS at
port 23/587.
Need Authentication
SMTP User example 1@gmail.com
SMTP Password
Please set at first, and then test.
Report Internet IP by Mail

| Submit | | Refrash |

To get started, make sure that the e-mail provider you are using supports SMTP. As seen above, you can
send e-mails to up to 4 e-mail addresses. The SMTP port is usually set at 25 if there is no Transport
Layer Security. Some SMTP servers have their own ports, such as 587 or 465. If using G-mail, set the
Transport Layer Security to either TLS (use port 465) or STARTTLS (use port 25 or 587). The port you
use will depend on the type of Transport Layer Security chosen. You can see an example of the G-mail
settings we use above.

Report Internet IP by Mail is a very useful tool to keep enabled; this feature will send you an e-mail
when your external IP address changes. Usually if you have a dynamic IP address, this feature will let
you know when the IP address has changed so you can connect to the camera

Keep in mind that if you are only sending e-mails to one e-mail address, you can use the same e-mail for
the sender and receiver, as seen above. Also to ensure you are receiving e-mails when there is motion
detection, make sure “Send Mail on Alarm” is checked in the Alarm Service Settings page.

Note: When setting up e-mail settings, push Submit first, and then push Test if you would like to test the
e-mail settings. Test will not work unless the settings are submitted to the camera first.
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6.10 — MSN Settings

This feature allows you to chat to your camera to find out the current IP address it is running at. To do
this, enter the MSN Settings page in the camera as seen below:

User examplel@foscam.us

Password

example2@foscam.us

MSN Friends List

| Submit | | Refrash |

The first two fields are the username and password you will give to the camera. The camera will be
logged on at all times to this specific username on MSN Messenger. Because of this, it is recommended
to create a new username specifically for the camera.

The MSN Friends List allows contact between the camera and yourself or any other accounts. Input as
many MSN contacts here as needed. Any contacts listed here will be able to chat to the camera and ask
for the camera’s URL, so take note of this.

Once the username, password, and contacts are listed, push Submit.

Next, you can open MSN Messenger on your computer, and log into your account. In this example, we
would be logging into “example2@foscam.us.”

Once logged in, the username the camera is logged in with will appear in the friends or contacts list. In
our example, it would be the username associated with “example1@foscam.us.” You can then open a
chat with the camera’s username, and type “url?”

Once you send this chat, the camera will send back the URL of the camera to you.
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Raheel N (Available)

url?

Dah

aheel

http: ././12 69 124.229:8910

n -

st messaqge receved at 3:04 PMon 1172772012,

>

Updatc to Skype. Your Messenger
contacts are thcn

Updau now

You can see in the above screenshot that the camera (with the username “Raheel N” has sent back the
URL of the camera after we asked for the URL, by typing “url?” and sending the chat.

The benefit of this is if you somehow lose the IP address of the camera and you are not near the camera
location, you can always sign in to MSN Messenger and retrieve the IP address this way.

Also note that if you have e-mail notifications enabled, you can check the box that states “Report Internet
IP Address by Mail,” which will allow the IP address to be e-mailed to you every time the camera boots up
or changes IP addresses.
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6.11 — FTP Service Settings

This feature allows for FTP services to work with the Foscam camera. Using the FTP feature allows
images to be uploaded to an FTP whenever motion is detected.

FTP Server ftp.cameraftp.com
FTP Port 21
FTP User Foscam
FTP Password
FTP Upload Folder ‘foscam
FTP Mode PASV [+ ]
Pleasze set at first, and then test.
Upload Image Now
Upload Interval (Seconds) 30
Enable Set Filename
Filename hello

| Submit | | Refresh |

You can enter your FTP server details in the above settings page, enter your FTP server, port, and
upload folder. We recommend using your own FTP or a third party FTP service like www.cameraftp.com
which we are using in the above screenshot.

For the FTP Upload Folder, make sure you create this folder yourself, as the camera is not able to create
folders on the FTP. Also make sure the folder can be erased.

FTP Modes supported are PASV and POST modes, check with your FTP to see which mode it uses.

The feature named Upload Image Now will upload images when this box is checked. If the box is not
checked you will not receive any uploads.

Enable Set Filename allows you to set a name for the uploaded image files, if you select this, the
uploaded images will be named after the specific flename you set in the box below this.

Filename allows you to fill in the name of the uploaded image to a specific name you would like to
choose. This name is different from the alarm images that are uploaded; the alarm image names cannot
be changed.

The Upload Interval refers to the time between the current image and the next image that will be
uploaded.

Click Submit to save settings. Once you submit it you can click Test, which will show if the test succeeds.
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Test ... Succeed

You may receive the following errors if the FTP information is not correct:
Cannot connect to the server — Make sure the FTP server is correct
Network Error — There may be a connection issue, try connecting again or try a little later.

Server Error — This would also be an issue with FTP server connectivity, double check to see if all the
FTP information is entered properly.

Incorrect user or password — Make sure you are entering the correct credentials to log in.
Cannot access the folder — Verify that the folder you specified is created correctly within the FTP.
Error in PASV Mode — Check to see if your FTP server supports PASV.

Error in PORT Mode — PASV mode should be selected if the camera is behind a NAT.

Cannot upload files — Verify that your account is authorized on the FTP server.

Also be sure to check your FTP parameters. The format of the image filename will usually be something
similar to “00606E8C1930(user)_0_20100728114350_25.jpg”

Make sure your FTP can support this type of file name.
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6.12 — Alarm Service Settings

Alarm service settings allow you to enable motion detection. You can set motion detection on a certain
schedule, and set up e-mail notification alerts here as well.

Motion Detect Armed
Motion Detect Sensitivity 5 [=]
Motion Compensation
Send Mail on Alarm
Upload Image on Alarm
Upload Interval (Seconds) 10
Scheduler
| set All | | clear Al
Set |00(01|02(03|04(05/06/ 07|08/ 09|10/ 21(12/13|14(15/16|17|18|19 |20 (21|22 23
Clear 00 (01|02 (03|04 05|06 |07 (0809|1011 (1213|214 |15|16|17 |18 |19 |20 |21 |22 23
Day| 0| 1| 2|3 |4 |56 7|8 |9 (1011 (1213|114 (15(16(17|18| 19|20 |21 |22 23
Sun
Mion
Tue
Wed
Thu
Fri
Sat

| Submit | | Refresh |

The settings above are explained in detail below:

Motion Detect Armed — This feature enables motion detection. If this is unchecked, motion detection is
disabled and you will not receive any alerts.

Motion Detect Sensitivity — This feature adjusts the sensitivity of the motion detection. The lower the
number, the less sensitive the motion detection will be. If the number is higher, the motion detection will
be very sensitive.

Motion Compensation — This feature will help reduce any false alarms caused by quick light fluctuations
or similar incidents.

Send Mail on Alarm — If you would like to set up e-mail notifications, check this feature to have e-mails
sent every time motion is detected. If this feature is not checked, you will not receive any e-mail alerts.
Make sure your information on the Mail Service Settings page is filled in correctly.

Upload Image on Alarm — This setting allows you to upload images using the FTP settings you have set
in FTP Service Settings. You can set the upload interval here as well in seconds.
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Scheduler — The scheduler allows you to set certain time periods when you would like motion to be
detected. You can use the scheduler to set times for all 7 days of the week, 24 hours a day. Each
rectangular block in the schedule represents 15 minutes. You can use this system to specify when you
would like to enable motion detection and keep it disabled.

You have the option of not checking scheduler. If you uncheck scheduler, motion detection will be
activated at all times, as long as motion detection is armed.

Clicking the number (that corresponds to the hour) at the top of each column will set motion detection for
that specific hour during the entire week. You can also clear the zones by clicking the number below the
top number.

| set All | | clear All

06 /07 (0809101111213 |14 |1
0607 (0800|1011 12|13 | 14
9 [10(11[12]13| 14

16|17 18| 19|20 |21 | 22| 23
16|17 18| 19|20 |21 | 22| 23
16| 1718|1920 |21 |22 23

L¥ ] ]

Set | 00|01 (02 03040
Clear) 00 | 01 {02 |03 | 04 | D
Day
Sun
hion
Tue
Wead

L] |

L] |

— | !
[N ]

]
—
]
Lad
|
(]
[
L |
[ ]

Fri
Sat

| Submit | | Refresh |

For example, in the screenshot above you can see that during the entire week, at 3:00 AM — 4:00 AM,
and from 5:00 AM — 6:00 AM, motion detection will be activated. At all other hours during the week,
motion detection will be deactivated.

You can click “Set All” at the top of the scheduler to set motion detection to all the zones easily. You can
also use the button “Clear All” to clear the entire board of any activated zones.

Be sure to click “Submit” when you are finished setting all motion detection settings.
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6.13 — PTZ Settings

This page allows for changing any speeds of the camera’s pant/tilt abilities or default positioning of the
camera.

dizable preset

Go center on boot

PT speed

Upward patrol speed
Downward patrol speed
Leftward patrol speed
Rightward patrol speed

patrol rounds horizontal

=

Pl | | L LD |

[~
[~
[~
=]
=]
=]
[~

patrol rounds verfical P

| Submit | | Refresh

Disable Preset — This option will allow you to disable presets on the camera. If you would like to use
presets, uncheck this box. If unchecked, the second feature “Go Center on Boot” will change to “Go to
preset on boot.” What this feature does is allows you to choose whether you would like the camera to
point a certain way when it reboots or is powered on again.

To have the camera point to a preset, make sure disable presets is unchecked. Set a preset to preset #1
on the live video page. Once you have set the preset, come back to the PTZ Settings page and check
“Go to preset on boot.” Remember, this option will only be available if “disable preset” is unchecked.

Go Center on Boot — This option makes the camera pan and tilt automatically once it is rebooted or
restarted. Uncheck this box if you would like the camera to remain stationary when it is rebooting.

PT Speed — This option allows you to control how fast or slow the pan and tilt speed is of the camera. A
lower value here makes the camera faster. A higher value makes the camera move slower.

Patrol speeds — For patrol speeds, the same concept applies. A lower value here will make the patrol
speed faster, while a higher value will make the patrol speed slower.

Patrol rounds — These settings allow you to control how many rounds the camera will pan or tilt on a
horizontal or vertical cruise. If this value is set to 1, the camera will tilt or pan from the current position
once to the right/top, then it will tilt or pan left/down, and then come back to the center.

Remember to push Submit to save these settings; the camera may have to reboot depending on which
settings are changed.
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6.14 — Upgrade Device Firmware

This page allows for updating the camera’s firmware or WebUI. If you need to upgrade or reflash your
firmware or WebUI, you can do so using this page. If you aren’t able to upgrade firmware or WebUI
through the camera this way, you can always use the IP Camera Tool to do this as well.

Upgrade Device Firmware Choose File | No file chosen

Upgrade Device Embeded Web UI Choose File | No file chosen

You can download the latest firmware for your camera from www.foscam.us/firmware. You can also send
us an e-mail at sales@foscam.us or support@foscam.us if you aren’t able to identify your firmware
version or if you aren’t able to locate an updated firmware.

Upgrade Device Firmware Choose File | Ir_cmos_11_37_2_46 bin

Upgrade Device Embeded Web UL Choose File | No file chosen

In the above example, we are updating the firmware to 11.37.2.46 for our camera. Push “Submit” to start
the upgrade process, which may take a few minutes. The camera will reboot and restart with the newer
firmware installed.

Keep in mind that you can only update the WebUI after updating the firmware. Upgrade the firmware first,
then upgrade the WebUI right afterwards.

Note: Before you upgrade, be aware of updating the correct version of firmware with Foscam cameras.
There are usually two different firmware versions for each Foscam camera. This is based on actual
camera hardware and not software. The difference is that, if loading a newer camera firmware into your
camera with older firmware, you have to be sure that the first four numbers are exactly the same before
you upgrade. If they are not, you will most likely experience some issues (losing wireless capability) as
certain firmware versions are made for certain camera hardware.

For example if your current firmware starts with 11.22, you must make sure that the firmware you are
upgrading to also starts in 11.22, the way you can see which firmware is newest is by looking at the last
two digits, that should be greater than your current firmware.

For the example above, we were upgrading from our old firmware, 11.37.2.44, to 11.37.2.46. This is the
correct firmware version to update in this example.
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6.15 — Backup & Restore Settings

This page allows you save your current settings in case you are going to hard reset the camera and lose
your current settings to factory settings. If you back up your settings this way, you can hard reset the
camera, come back to this page, and restore the settings so that you will have the camera back just as it
was.

Baciop

Restore Choose File | Mo file chosen

If you click the “Submit” button next to “Backup.” The camera will create a backup file that your computer
will automatically download, called “params.bin.”

This is the backup file. If you would like to restore the camera back to these parameters, click “Choose
File” next to the Restore field, and browse to the location of the file. Choose it, and then click “Submit.”
The camera will submit the parameter information and will restore your settings from the file.

6.16 — Restore Factory Settings

Clicking on “Restore Factory Settings” in the administrative panel will prompt you if you would like to reset
the camera back to default factory settings. This is similar to hard resetting the camera where the camera
will lose all of its current information. Click “OK” to restore the camera back to default factory settings.

Are you sure to restore factory settings

QK | [ Cancel

6.17 — Reboot Device

Clicking on “Reboot Device” in the administrative panel will prompt you if you would like to reboot the
camera. Once you click this, you will be prompted to confirm rebooting the camera. Click “OK” to reboot
the camera, which will take a minute or so. The camera should come back online after this period of time.

Are you sure to reboot the device

QK | [ Cancel
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6.18 — Log

Clicking the “Log” button in the administrative panel takes you to the log page, which shows information
such as users who are logging into the camera’s live video screen.

Wed, 2012-11-28 19:16:18 admin 10.202.189.103 access

The log can only be cleared by rebooting the camera. You can click the “Refresh” button to refresh the log
in case there is any new information available.
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7. Video Setup Guides

7.1 — For Windows

We currently have video guides on our website for Windows users, you can use these setup guides for
setting up the camera from scratch on Windows. These guides were recorded using Windows 7.

You can access our guides by following the link: www.foscam.us/mjpeg-setup-videos

You can also access these videos by using the QR code listed here:

7.2 — For Mac

We currently have video guides on our website for Mac users as well, you can use these setup guides for
setting up the camera from scratch on Windows. These guides were recorded using Mac OSX Lion.

You can access our guides by following the link: www.foscam.us/mjpeg-setup-videos-mac

You can also access these videos by using the QR code listed here:
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8. Frequently Asked Questions

For a list of frequently asked questions, you can visit our website at www.foscam.us/faq

You can also use this QR code to access our FAQ page directly:

9. Technical Support

We hope your Foscam IP Camera is enjoyable and easy to set up and use. You may have some
additional questions or concerns that were not expressed in this user manual. You can always contact us
for any reason at sales@foscam.us or support@foscam.us if you need assistance.

Please do not hesitate to contact us by phone, at our toll-free number: 1-800-930-0949

We try to provide the best aftersales and technical support assistance available for our products. Give us
a call and we’ll be more than happy to help!

Foscam Digital Technologies LLC
14027 Memorial Dr. #132, Houston, TX 77079

Telephone: 1-800-930-0949

Sales: sales@foscam.us Support: support@foscam.us

CEOFC & &
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